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ABSTRACT

Hydrogen is increasingly deployed across production, storage, transport, and end-use systems,
raising significant safety and risk-management challenges. This study presents a
PRISMA-based systematic review of scientific and technical literature on hydrogen supply
chain risk assessment methods published between 2010 and 2025, with searches completed on
20 September 2025. Using the context—intervention—mechanism—outcome framework, the
review classifies and compares quantitative risk assessment, consequence modelling, safety
barrier analysis, and monitoring-oriented approaches across supply chain stages. The results
show a strong concentration on storage and transport applications and a predominance of static,
scenario-based methodologies. Monitoring systems are generally treated as operational support
tools rather than as inputs for dynamic probabilistic updating. The review identifies limitations
in cross-stage integration, uncertainty treatment, and barrier-performance modelling, and
highlights the need for more integrated and monitoring-informed hydrogen safety assessment
frameworks.
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INTRODUCTION

Hydrogen is increasingly regarded as a strategic energy carrier for supporting the transition
towards low-carbon and climate-neutral energy systems [1]. The scientific and technical basis
for this role has been established in foundational literature on hydrogen as an energy medium
[2] and in recent institutional safety reviews [3]. Its relevance is particularly evident in
hard-to-abate sectors such as heavy industry, long-distance transport, and large-scale energy
storage, as documented in recent supply chain integration reviews [4] and process safety
literature [5]. At the same time, the expansion of hydrogen technologies introduces safety
challenges across the entire supply chain. Relevant studies span mobile refuelling stations [6],
urban hydrogen refuelling installations 7], marine fuel applications [8], hydrogen liquefaction
pathways [9], and foundational process safety frameworks [10].

Hydrogen-related hazards are linked to its physicochemical properties, including low
ignition energy, wide flammability limits, and high diffusivity [11]. In some configurations,
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high operating pressures or cryogenic conditions introduce additional hazard modes
particularly relevant to storage and transport in large-scale hydrogen deployment contexts [12].
These characteristics may contribute to scenarios such as jet fires, flash fires, and vapor cloud
explosions, as documented in global hydrogen safety reviews [13], quantitative risk
assessments for refuelling stations [14], and safety management integration studies [15]. More
severe consequences, including blast-wave effects and boiling liquid expanding vapour
explosion phenomena, have been characterised for compressed and liquefied hydrogen
systems, as documented in early blast-wave studies [16] and more recent BLEVE analyses
[17], [18].

Over the past decades, hydrogen safety has been analysed using quantitative risk
assessment, numerical consequence modelling, experimental testing, and standards- or
regulation-oriented safety analyses [19], [20].

Despite the substantial volume of hydrogen safety literature, existing review works often
concentrate on specific components, selected accident scenarios, or individual analytical
techniques [21]. As a result, the way safety and risk assessment methods are distributed across
different stages of the hydrogen supply chain remains insufficiently synthesized [22]. In
particular, the relationships among analytical models, safety barrier concepts, and monitoring
functions are rarely examined within a unified framework spanning the full chain. Policy
documents such as the REPowerEU progress assessment [23] and the European Hydrogen
Backbone report [24] confirm this structural gap from an infrastructure planning perspective.

A recurring limitation is that monitoring is frequently treated as a detection-and-response
support function, while risk models remain static and scenario-based [19]. Probabilistic
frequency analyses [25] and dynamic risk modelling frameworks [26] have specifically
highlighted this limitation. Operational information such as gas detection, condition
monitoring, or diagnostic signals is only rarely used to update scenario likelihoods or barrier
performance assumptions [25], [26]. This gap is also evident in industry deployment initiatives
that fall outside the academic literature [27]. To address this gap, the present study conducts a
PRISMA-based systematic literature review, operationalized through the context—
intervention—mechanism—outcome framework, in order to map and compare safety assessment
approaches across hydrogen supply chain stages and identify pathways for stronger integration
between monitoring and risk modelling.

The objective of this review is therefore twofold: first, to provide a structured synthesis of
the scientific and technical literature on hydrogen supply chain risk assessment; second, to
clarify where current approaches remain fragmented and where future research can support
more coherent, monitoring-informed hydrogen safety management, as called for by
methodological reviews [19], comprehensive hydrogen safety surveys [21], and dynamic risk
assessment studies [26].

Recent developments have intensified both the deployment of hydrogen infrastructure and
the urgency of advancing safety assessment methodologies. The accelerating expansion of
renewable hydrogen production, the emergence of large-scale hydrogen valleys, and the
integration of hydrogen into national energy strategies have brought renewed attention to
supply chain safety [28]. At the same time, recent reviews have confirmed that the literature
remains fragmented along methodological and sectoral lines, with limited cross-stage
integration and insufficient treatment of dynamic risk conditions [29]. New contributions have
addressed socio-technical dimensions of safety barriers [30] and the climate implications of
hydrogen leakage across infrastructure systems [31], highlighting the broadening scope of
hydrogen safety research. Optimization studies increasingly incorporate uncertainty in supply
chain modelling [32], yet the coupling of logistics-oriented frameworks with process safety
variables remains underexplored. These advances confirm that while the field is progressing, a
consolidated and monitoring-informed synthesis of safety assessment methods across the
hydrogen supply chain is both timely and necessary [33].
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MATERIALS AND METHODS

This study adopts a systematic literature review methodology to analyse safety and risk
assessment approaches applied to hydrogen supply chains. The methodological design draws
on established process safety frameworks [34], recent comprehensive reviews of hydrogen risk
analysis [19], and systematic review practices in hydrogen energy systems research [20]. The
review protocol was designed to ensure transparency, reproducibility and methodological
consistency, following principles commonly adopted in PRISMA -oriented review studies and
evidence synthesis methodologies. The corpus includes peer-reviewed scientific literature
together with selected technical and grey literature directly relevant to hydrogen safety,
standards, infrastructure deployment or risk-assessment practice.

Data Sources

Peer-reviewed scientific articles were retrieved from Scopus and Web of Science, which
provide broad coverage of engineering, energy and safety-related literature. Google Scholar
was used as a complementary source to identify additional potentially relevant studies for
screening and to support targeted checking of technical literature. The use of multiple
databases is consistent with systematic review practices in hydrogen safety and energy systems
research [21], including recent reviews addressing hydrogen supply chain integration [4] and
specific domains such as marine fuel applications [8].

Search Strategy

Searches were performed on title, abstract and keywords where supported. The main
temporal coverage for database searching spanned 20102025 (inclusive), corresponding to
the rapid expansion phase of hydrogen technologies and related safety research [34|. Earlier
foundational works were retained only when they were required to support technical
background, hazard interpretation or established process-safety terminology. Only studies
published in English were considered. Searches were executed on 20 September 2025.

The search strategy combined keywords associated with hydrogen supply chains, storage,
refuelling stations, pipelines, compression, liquefaction, quantitative risk assessment,
consequence modelling, leak and release scenarios, monitoring systems, safety barriers, fire,
explosion, BLEVE and hydrogen infrastructure safety [19], [25], [26]. Boolean operators and
truncation functions were used to improve retrieval consistency across databases. Table 1
reports the query strings used and the target fields.

Table 1. Search queries, target fields, and time window

Database Exact query string Time window

Scopus TITLE-ABS-KEY(("hydrogen" OR "H2" 2010-2025
OR "LH2") AND ("supply chain" OR
"logistics" OR "transport*" OR
"distribution" OR "storage" OR "refuelling"
OR "refueling" OR "pipeline" OR "tank" OR
"compression" OR "liquefaction") AND
("risk" OR "risk analysis" OR "safety" OR
"hazard") AND ("quantitative risk
assessment" OR "consequence" OR
"barrier*" OR "monitor*" OR "CFD" OR
"leak*" OR "release" OR "fire" OR
"explosion" OR "BLEVE"))
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Database Exact query string Time window
Web of Science  TS=(("hydrogen" OR "H2" OR "LH2") AND 2010-2025

("supply chain" OR "logistics" OR
"transport*" OR "distribution" OR "storage"
OR "refuelling" OR "refueling" OR
"pipeline” OR "tank" OR "compression" OR
"liquefaction") AND ("risk" OR "risk
analysis" OR "safety" OR "hazard") AND
("quantitative risk assessment" OR
"consequence" OR "barrier*" OR "monitor*"
OR "CFD" OR "leak*" OR "release" OR
"fire" OR "explosion" OR "BLEVE"))

Google Scholar ~ "hydrogen" safety risk supply chain storage 2010-2025
(screening) transport refuelling station leakage release
explosion fire consequence monitoring
barrier CFD BLEVE

Inclusion and Exclusion Criteria

Studies were included in the PRISMA set if they met all of the following criteria:

e peer-reviewed journal articles, or grey literature with direct relevance to hydrogen
safety policy, infrastructure deployment, or technical standards (including
institutional reports, regulatory roadmaps, and normative documents);

e explicit focus on hydrogen-related safety or risk assessment;

e application of qualitative, semi-quantitative or quantitative risk analysis methods,
or safety-relevant modelling;

e relevance to at least one hydrogen supply chain stage: production, conditioning,
compression, liquefaction, storage, transport, distribution or end-use. This scope
encompasses supply chain integration perspectives [4], refuelling station analyses
[6], 7], liquefaction systems [9], and foundational process safety references [10].

Studies were excluded if they:

e were grey literature without a direct hydrogen safety or risk assessment dimension
(e.g. purely economic or commercial documents with no technical safety content);

e addressed hydrogen solely from economic, environmental or policy perspectives
without an explicit safety dimension;

e lacked sufficient methodological detail to support comparison and classification,
following criteria applied in supply chain safety reviews [4]|, comprehensive
hydrogen safety analyses [21], and recent evidence syntheses [29].

Accordingly, the PRISMA set includes peer-reviewed journal articles and grey literature
(institutional reports, technical standards, regulatory roadmaps, and normative documents)
published or released mainly between 2010 and 2025 that perform, support, or contextualise
safety or risk assessment for at least one hydrogen supply chain stage. Earlier foundational
sources were used only where they provided necessary technical background. The inclusion
criteria were designed to ensure methodological comparability across sources employing
quantitative risk assessment, computational consequence modelling, probabilistic approaches,
monitoring systems or safety barrier analyses. This scope aligns with the methodological
coverage of refuelling station risk assessments [6], 7], hydrogen risk analysis reviews [19],
and monitoring-informed probabilistic approaches [25], [26].
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Screening Process

Study selection followed PRISMA principles to improve transparency and reproducibility
of the review process. After duplicate removal, titles and abstracts were screened, followed by
full-text assessment based on the eligibility criteria. Sources not explicitly addressing
hydrogen safety assessment or lacking sufficient methodological detail were excluded during
full-text evaluation, applying criteria consistent with hydrogen safety methodology reviews
[19], safety challenge surveys [21], and recent evidence syntheses [29]. The PRISMA flow
diagram is provided in Figure 1.

Articles identified Articles after
through database removing duplicates

286 186

Articles excluded
116

Articles included in
the thesis

- 55

Articles reviewed
70

Figure 1. PRISMA flow diagram illustrating study identification, screening, eligibility assessment,
and inclusion. Sources included in the PRISMA review: N = 55

Data Extraction and Classification

The selected studies were classified using the context—intervention—mechanism—outcome
(CIMO) framework. For each included work, the following items were extracted:
Context: supply chain stage(s), physical system and operational setting;
Intervention: safety and risk assessment approach;
Mechanism: analytical linkage used to connect hazards to outputs;
Outcome: reported outputs and decision metrics.
A structured mapping of representative studies according to the context—intervention—
mechanism—outcome (CIMO) dimensions is provided in Appendix A (Table A1) to improve
transparency and reproducibility of the classification process.

Data Availability and Reproducibility

This article is a systematic review. No new experimental or field data were generated. The
review protocol, eligibility criteria and classification logic support reproducibility of the study.

Mathematical Formulation of Risk Metrics

The reviewed studies commonly express risk as a combination of scenario likelihood and
consequence severity. This formulation draws on probabilistic frameworks from process safety
literature [5] and is applied in hydrogen-specific risk methodologies [19], [20]:

R=) PG (1)

N
=1
where P; denotes the probability of occurrence of scenario i and C; represents the associated
consequence measure [34], [20].

This probabilistic formulation is widely adopted in quantitative risk assessment studies
addressing hydrogen releases and storage failures [35], transport-related accident scenarios
including liquid hydrogen tank safety [36], and materials hydrogen compatibility analyses
[37].

In many applications, the influence of safety barriers is represented through multiplicative
reduction factors acting on the probability of occurrence and/or the magnitude of consequences
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[38], [39]. Such approaches are commonly used to represent the preventive and mitigative
effectiveness of engineered and operational safety barriers, including emergency shutdown
systems, pressure relief devices, ventilation systems and monitoring-based response
mechanisms [38], [39].

N
R=2Pi-ai-Ci-ﬁ’i (2)
i=1

where ; € [0,1] represents the preventive effectiveness of safety barriers for scenario i, while
pi € [0,1] represents the corresponding mitigative effectiveness.

Similar formulations are frequently adopted in hydrogen safety studies to account for the
influence of technical barriers, operational procedures and monitoring systems on accident
prevention and consequence mitigation [38], [39].

In the present conceptual formulation, a; and f3; are treated as adjustable scalar parameters
representing barrier effectiveness. However, future monitoring-informed implementations
may model these parameters probabilistically in order to account for uncertainty, degradation
effects and time-dependent operational variability.

RESULTS

This section reports the results of the PRISMA-based systematic review on risk analysis in
hydrogen supply chains, based on the included scientific and technical sources (N = 55).
Results are reported descriptively, while interpretative synthesis is provided in the Discussion.
The analysed literature includes sources focused on quantitative risk assessment, consequence
modelling, safety barrier evaluation, computational fluid dynamics and monitoring-informed
safety approaches applied to hydrogen systems, drawing on risk analysis methodologies [19],
[20] and comprehensive hydrogen safety challenge reviews [21].

Distribution of Studies Along the Hydrogen Supply Chain

The included sources address hydrogen safety across multiple stages of the supply chain,
including production, liquefaction, storage, transportation, distribution and end-use
applications. This coverage spans supply chain integration reviews [4], refuelling station
assessments 6], [7], marine fuel studies [8], and liquefaction pathway analyses [9].

Each source was assigned to the relevant supply-chain stage based on the main system,
scenario or analytical focus considered.

The review indicates that storage and transport systems represent the most frequently
investigated stages, mainly due to the elevated pressures and cryogenic conditions associated
with hydrogen handling infrastructures [9]. Research on advanced solid-state hydrogen storage
materials, including metal hydrides based on severe plastic deformation techniques, further
broadens this focus [40]. Global hydrogen reviews confirm the centrality of these stages [13],
as do quantitative risk studies at refuelling stations [14] and blast-wave analyses for
high-pressure vessels [35], [36]. Several studies also focus on accidental release scenarios,
vapor cloud dispersion, jet fires, and BLEVE phenomena involving compressed or liquefied
hydrogen systems. This includes analyses of natural hydrogen well safety [41], mechanical
energy release in tank rupture [42], and loss of integrity in hydrogen technologies [43].

Table 2 reports the distribution of included sources by supply chain stage. Because some
sources address more than one stage, the categories are reported as primary or secondary
analytical foci and are not mutually exclusive.
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Table 2. Distribution of included sources by hydrogen supply chain stage. Percentages are
calculated over the total corpus of reviewed studies (N = 55) and may exceed 100% because categories
are not mutually exclusive and some studies address multiple sup

Number of sources

Supply chain stage (n) Share [%]
Production 8 14.5
Compression /  liquefaction / 3 14.5
conditioning
Storage (gaseous / cryogenic) 20 36.4
Transport / distribution 13 23.6
End-use applications 8 14.5

Risk Types and Analytical Approaches

Across the included literature, the analysed hazardous scenarios primarily involve
unintended hydrogen releases and their potential consequences. These include dispersion of
flammable clouds, jet fires, and flash fires driven by the physicochemical properties of
hydrogen [11], as well as thermal radiation effects and blast-wave overpressure phenomena
associated with high-pressure or cryogenic system failures. Relevant analyses include liquid
hydrogen BLEVE modelling [17], [18], blast-wave characterisation for high-pressure tanks
[35], mechanical energy release studies [42], and loss-of-integrity investigations [43].

Quantitative risk assessment and consequence modelling emerge as the dominant analytical
approaches across the PRISMA set. This pattern is consistent across refuelling station
assessments [6], 7], cross-station safety comparisons [14], and methodological reviews of
hydrogen risk analysis [19], [20]. Probabilistic methods are commonly used to estimate
accident frequencies, individual risk and societal risk indicators, while computational fluid
dynamics and thermodynamic models are employed to simulate hydrogen dispersion, thermal
effects and blast overpressure distributions, as demonstrated in liquid hydrogen BLEVE
analyses [17], high-pressure tank rupture studies [35], and mechanical energy release
investigations [42]. More recent contributions also integrate monitoring systems, sensor fusion
and predictive safety analytics into hydrogen infrastructure safety management frameworks
[25], [26].

Table 3 summarizes the most recurrent methodological families observed across the
reviewed literature and the corresponding types of outputs reported. The classification is
intentionally non-exhaustive and focuses on dominant analytical approaches. Several studies
adopt hybrid, cross-cutting or narrative perspectives and therefore were not uniquely assigned
to a single methodological category.

Table 3. Recurring risk assessment methodological families observed in the reviewed literature.
Note: categories are representative of dominant methodological approaches and are not mutually
exclusive; several studies employ hybrid or narrative approache

Representative

Methodological approach works (n)

Typical reported outputs

Individual and societal risk indicators;
Quantitative risk assessment 7 frequency—consequence metrics; risk
acceptability metrics

Dispersion fields; thermal radiation

Consequence modelling (CFD) 6 maps; overpressure estimates; impact
distances

Hybrid probabilistic and 5 Scenario-based metrics combining

consequence modelling probabilistic and numerical modelling
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Methodological approach Representative Typical reported outputs
g pp works (n) Yp P P
Monitoring-informed and 4 Predictive indicators; detection logic;
data-oriented approaches monitoring-to-decision support links

Representation of Monitoring and Mitigation Measures

Mitigation measures discussed in the included sources include passive and active safety
provisions such as pressure relief devices, containment systems, safety distances, ventilation
strategies, emergency shutdown systems and procedural controls. These measures are
addressed in functional safety standards [38], hydrogen safety guidelines [39], energy
transition outlook reports [44], and European hydrogen infrastructure roadmaps [45]. Several
contributions also analyse engineered safety barriers for hydrogen storage and transport
systems, particularly in relation to high-pressure vessels and cryogenic infrastructures, as
examined in refuelling station cross-analyses [14], high-pressure tank rupture studies [35],
mechanical energy release investigations [42], and loss-of-integrity analyses [43].

Monitoring is represented primarily through hydrogen detection systems, condition
monitoring and alarm or response mechanisms [25], [26]. Recent studies emphasize the
increasing adoption of sensor fusion, Internet of Things-based architectures and predictive
analytics for hydrogen infrastructure safety management. Representative contributions address
CCS project safety [46], comparative risk assessment of formic acid versus gaseous hydrogen
stations [47], resilience-assuring microgrid architectures [48], quantitative risk assessment
using a Japanese refuelling station model [49], optimisation of renewable hydrogen systems
[50], hydrogen leakage risk assessment [51], comparative station analyses [52], and advanced
hydrogen storage materials including high-entropy hydrides [53]. Across the PRISMA set,
monitoring functions are usually described as inputs to safety systems or as supporting
elements within risk scenarios, rather than as dynamic variables capable of continuously
updating probabilistic risk indicators, as observed in risk methodology reviews [19], Bayesian
leak frequency analyses [25], and dynamic risk frameworks [26].

DISCUSSION

The evidence mapped in this review highlights several recurring patterns and limitations in

current hydrogen supply chain risk assessment practices. A first observation concerns the
predominance of component-level analyses within the reviewed literature, a pattern identified
across methodological reviews of hydrogen risk analysis [19], systematic safety assessments
[20], and comprehensive hydrogen safety challenge surveys [21]. Storage and transport
systems are the most frequently investigated stages, reflecting their association with high
energy densities, elevated operating pressures and potentially severe accident consequences
associated with cross-station analyses [14], blast-wave characterisation [35], and mechanical
energy release studies [42]. While this focus is technically justified, it implies that interactions
among multiple supply chain stages are often underexplored, particularly with respect to
cross-stage dependencies and potential cascading effects [4]. This gap persists even in supply
chain optimisation studies that already incorporate uncertainty [32], [33].
The reviewed literature shows that hydrogen safety assessment remains largely dominated by
component-level and scenario-specific analyses [19], [20], a finding corroborated by
comprehensive hydrogen safety surveys [21]. In most cases, analytical methods are applied to
discrete systems such as storage tanks, pipelines, refuelling installations or production units,
rather than to strongly coupled supply chain configurations. This pattern is observed across
Korean mobile refuelling station assessments [6], [7], cross-station comparisons [14], and
safety management integration studies for production facilities [15].

At a conceptual level, the evidence suggests three recurring layers of safety assessment.
The first layer concerns hazard identification and scenario definition, including releases,
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ignition outcomes, thermal effects and overpressure consequences associated with hydrogen
physicochemical properties [11], BLEVE events [17], and high-pressure tank ruptures [35].
The second layer concerns analytical treatment through probabilistic methods [6], [7],
consequence modelling, or hybrid approaches that draw on established hydrogen risk
assessment methodologies [19], [20]. The third layer concerns the representation of safety
barriers and monitoring functions, which may prevent accident initiation, reduce escalation, or
support emergency response, as framed in socio-technical safety barrier analyses [30] and
reflected in functional safety standards [38], [39].

A key pattern emerging from the review is that monitoring is most often represented as an
operational safety function rather than as a formal input for dynamic risk updating [19]. This
limitation has been highlighted in Bayesian frequency analyses [25] and dynamic risk
modelling frameworks [26]. In practical terms, monitoring is mainly used for detection, alarm
generation and response activation, while it is only rarely used to revise scenario likelihoods,
barrier performance assumptions or risk indicators in near real time [25], [26]. This limitation
is particularly relevant for emerging hydrogen infrastructures characterized by variable
operating conditions and evolving system configurations [4], particularly in the context of
expanding European hydrogen networks [23], [24].

This conceptual interpretation supports the view that future progress in hydrogen supply
chain safety research will depend not only on improved hazard modelling, but also on stronger
integration between probabilistic assessment [19], barrier performance representation, and
monitoring-based information flows [25], [26].

Quantitative risk assessment and computational consequence modelling emerge as the two
dominant methodological approaches. Refuelling station risk assessments [6], [7] and
cross-station safety analyses [14] exemplify the quantitative approach, while methodological
reviews confirm its dominance across the literature [19], [20]. Probabilistic frameworks are
widely used to estimate individual and societal risk metrics, while consequence models provide
detailed representation of dispersion, thermal radiation, and overpressure effects, as
demonstrated in liquid hydrogen BLEVE analyses [17], high-pressure tank rupture studies
[35], and mechanical energy release investigations [42]. However, many applications rely on
static assumptions and predefined scenarios, which limits their ability to represent
time-dependent operational conditions and evolving system configurations [19], [26].

Uncertainty treatment remains heterogeneous across the literature [19], [29]. This includes
hydrogen supply chain optimisation studies, which have increasingly acknowledged
uncertainty explicitly [32]. Failure probabilities and consequence parameters are often derived
from historical databases, empirical correlations, or conservative assumptions [6], [7].
Bayesian frequency analyses have attempted to refine these estimates using operational data
[25]. Explicit differentiation between aleatory and epistemic uncertainty is rarely formalized,
particularly in emerging hydrogen applications where operational data are limited [19], [26].

Critical Evaluation of Current Approaches

Although quantitative risk assessment and consequence modelling dominate the current
hydrogen safety literature, most available approaches remain fragmented and strongly
scenario-dependent, as evident in refuelling station studies [6], [7] and confirmed by
methodological reviews [19], [20]. Existing studies frequently focus on isolated infrastructures
such as storage tanks, pipelines, liquefaction systems or refuelling stations rather than
integrated hydrogen supply chain configurations. This gap persists in supply chain reviews [4],
refuelling station analyses [14], and safety management integration studies [15].

Several methodological limitations emerge from the reviewed literature.

First, many quantitative risk assessment studies rely on static assumptions and predefined
accident frequencies, which may not adequately represent evolving operational conditions or
maintenance degradation [6], [7]. This limitation has been recognised in methodological
reviews of hydrogen risk analysis [19]. Dynamic quantitative risk assessment approaches have
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been proposed in recent years; however, their industrial validation and integration with
operational monitoring systems remain limited [26].

Second, computational fluid dynamics and BLEVE-oriented studies provide highly
detailed representations of hydrogen dispersion, thermal radiation, and blast overpressure
phenomena. Recent contributions have specifically characterised liquid hydrogen BLEVE
mechanisms [17] and their multi-peak blast-wave structures [18]. Although authored by the
same research group, these studies address different aspects of liquid hydrogen BLEVE
behaviour: the former focuses on explosion mechanisms following storage tank rupture,
whereas the latter analyses the resulting blast-wave structure and overpressure characteristics.
Earlier work also established blast-wave characterisation for high-pressure tanks [35].
Nevertheless, these approaches are often disconnected from operational decision-making
frameworks and supply chain optimization models. Advanced physical simulations improve
the understanding of accident mechanisms, but they rarely support real-time safety
prioritization or adaptive risk management.

Third, optimization-oriented studies addressing hydrogen logistics and infrastructure
planning frequently prioritize economic efficiency and network performance while
underrepresenting safety barriers [4], supply chain uncertainty [32], [33], and monitoring
reliability constraints [50]. This separation between operational optimization and process
safety management limits the development of integrated safety-oriented hydrogen
infrastructures.

Another critical issue concerns uncertainty treatment. Failure probabilities and
consequence parameters are commonly derived from historical accident databases, empirical
correlations, or conservative assumptions [6], [7]. Bayesian approaches have sought to
quantify uncertainty in leak frequency more rigorously [25]. However, explicit differentiation
between aleatory and epistemic uncertainty is rarely formalized, particularly in emerging
hydrogen applications where operational datasets remain incomplete, as noted in
methodological reviews [19], dynamic risk modelling studies [26], and recent evidence
syntheses [29].

A further limitation concerns the representation of monitoring systems. Most reviewed
studies treat monitoring as an auxiliary operational support function dedicated to leak detection
and alarm activation [25], [26]. This operational framing is evident even in leakage risk
assessment studies that integrate sensor data [51]. Only a limited number of approaches
integrate sensor-based information into probabilistic risk updating or barrier-performance
evaluation frameworks [25], [26].

These limitations indicate that future hydrogen safety research should move towards
integrated and monitoring-informed methodologies capable of combining:

e probabilistic risk assessment;

¢ dynamic monitoring architectures;

e safety barrier modelling;

e uncertainty quantification and cross-stage supply chain analysis.

Such integration may support more adaptive, resilient and decision-oriented hydrogen
safety management frameworks for large-scale energy infrastructures [4], in line with the
ambitions of European hydrogen network programmes [23], [24].

The critical comparison of selected recent studies further highlights the methodological
fragmentation currently characterizing hydrogen safety assessment research. Table 4
4summarizes representative contributions identified in the reviewed literature, together with
their main strengths, limitations and unresolved research gaps.

Journal of Sustainable Development of Smart Energy Networks 10



Di Nardo, M., Ingegneri, D. Year 2027
Risk Analysis in Hydrogen Supply Chains: A Systematic ... Volume 2, Issue 1, 1030779

Table 4. Critical comparison of recent hydrogen safety assessment approaches

Identified research

Study Main contribution Main limitation gap
Cirrone Advanced modelling of Limited integration with Real-time
etal. (2025) liquid hydrogen BLEVE operational safety management decision-support
[54] blast-wave structures frameworks integration
Zarel et Dynamic risk modelling Limited industrial-scale Monitoring-informed
al. (2021) for b f lidati Tisti .
126] or hydrogen infrastructures validation probabilistic updating
Shi et Methodological Integration with

Predominantly theoretical

al. (2020) improvements in hydrogen . . operational monitoring
[19] risk analysis implementation systems
Subedi Socio-technical Limited quantitative Dynamic barrier
etal. (2025) interpretation of safety . . .
[30] barriers barrier-performance modelling effectiveness assessment
. Review of hydrogen . . .
Lietal. supnly chain inteeration and Limited representation of Safety-oriented supply
(2025) [4] PPy logis tic% safety interactions chain optimization
ctal Z(ggrzlgsg) h drooglglzaluocnhzifns Weak integration of process Joint optimization-risk
|.3 2] Y un ger uné)ep rtZin ty safety variables assessment frameworks
al (Iggg;;t assessgql;rtltt{;?tge d?oSken Scenario-specific and static Time-dependent and
' [6] refuelling s ta‘?ionsg assumptions adaptive QRA models
Yuan et Numerical simulation of Limited coupline with Integrated
al. (2022) hydrogen leakage and robabilistic a pro agches CFD-probabilistic
[55] explosion scenarios p pp methodologies

The comparison reported in Table 4 confirms that most current approaches remain
specialized on individual methodological dimensions, such as consequence modelling,
optimization or safety barrier analysis. Fully integrated frameworks combining probabilistic
assessment, monitoring systems, uncertainty treatment and cross-stage supply chain
interactions remain limited within the current literature. This fragmentation suggests the need
for more adaptive and monitoring-informed hydrogen safety assessment methodologies
capable of supporting real-time decision-making across interconnected infrastructures.

Temporal Evolution and Methodological Quality Assessment

The temporal distribution of the reviewed literature reveals a progressive shift in analytical
focus. Early studies (2010-2015) concentrate mainly on consequence modelling and
deterministic approaches, often adapted from conventional process safety frameworks. This
pattern is consistent with a phase in which hydrogen applications were less mature and the
analytical priority was to establish baseline hazard understanding, particularly for
high-pressure storage and transport scenarios where previous operational experience was
limited. This phase drew on foundational process safety frameworks [34], blast-wave
modelling for high-pressure vessels [35], and early studies on liquid hydrogen tank safety [36].

During the period 2016-2020, the literature shows greater methodological maturity.
Probabilistic risk assessment becomes more widespread, with explicit attempts to quantify
individual and societal risk indicators. Some works incorporate sensitivity analyses and
parametric studies, although uncertainty treatment remains inconsistent. A persistent limitation
during this phase is the limited availability of operational feedback, since many probability
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estimates rely on generic databases or engineering judgement rather than field data from
hydrogen installations, as acknowledged in refuelling station risk studies [7], methodological
reviews [19], and Bayesian frequency analyses [25].

More recent contributions (2021-2025) indicate a transition towards integrated and
monitoring-informed approaches. This includes dynamic risk frameworks, Bayesian updating
techniques and increasing interest in sensor-based safety architectures. Nevertheless, full
integration remains limited: monitoring systems, barrier models and probabilistic assessments
are often discussed in parallel but are seldom combined within a single coherent analytical
structure. The literature therefore remains fragmented along methodological lines, a conclusion
supported by dynamic risk modelling studies [26], recent evidence syntheses [29], and
socio-technical safety barrier analyses [30].

From a quality standpoint, the reviewed works vary considerably in analytical depth and
validation rigour. A subset of studies provides comprehensive uncertainty quantification,
clearly distinguishing between aleatory and epistemic sources; others rely on point estimates
without sensitivity analysis. Similarly, some works validate their models against experimental
data or accident records, while others remain purely theoretical. This heterogeneity makes
direct comparison difficult and limits the possibility of conducting meta-analyses or pooling
results across studies.

One recurring pattern concerns the treatment of safety barriers. Earlier studies often
represent barriers as simple reduction factors applied to frequency or consequence terms,
without considering degradation, testing intervals or performance dependencies. More recent
approaches attempt to model barrier reliability explicitly, sometimes through fault tree analysis
or Markov models. Yet even these advanced representations rarely account for time-dependent
degradation or for the feedback between monitoring data and barrier performance estimates.
As a result, the assumed effectiveness of a barrier at t = 0 is often held constant throughout the
analysis, even when operational data may indicate changes in its actual state, a limitation
highlighted in socio-technical safety analyses [30] and reflected in functional safety standards
[38], [39].

Geographic distribution is another relevant source of heterogeneity. The majority of
quantitative risk assessment studies focus on refuelling stations, industrial hydrogen facilities
or transport corridors in Europe, Asia and North America. Coverage of emerging hydrogen
economies in other regions is limited. This may introduce contextual bias, because regulatory
requirements, operating practices and infrastructure maturity vary significantly across regions,
and results from one setting may not transfer directly to another, as the scope and assumptions
of refuelling station risk assessments vary considerably across regions, as demonstrated by
Korean mobile station studies [6], urban refuelling station analyses [7], and cross-station
safety comparisons [14].

Table 5. Geographic distribution of the reviewed literature (N = 55). Regional classification is
based on the primary study context or geographical setting of hydrogen infrastructure and risk
assessment application

Region Num.ber of
studies
Europe 21
Asia 16
North America 9
Multi-regional / 6
global
Other regions 3
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Table 5 provides a descriptive overview of the geographical distribution of the reviewed
studies. Europe, Asia and North America account for the majority of contributions, reflecting
greater infrastructure maturity, regulatory development and industrial deployment of hydrogen
systems in these regions. The limited representation of other geographical contexts suggests
that current evidence may not be fully transferable across emerging hydrogen economies with
different regulatory and operational conditions.

Towards a Monitoring-Informed Dynamic Risk Framework

The findings discussed above indicate that current hydrogen safety assessment remains
largely decoupled from real-time operational information. Many quantitative risk models are
developed with fixed parameters and are then used to evaluate scenarios or compare design
alternatives. Unless these parameters are periodically updated, the model may diverge from
actual plant conditions, including sensor readings, maintenance records, inspection results and
operational deviations [19]. This gap has been highlighted in Bayesian frequency analyses [25]
and dynamic risk modelling studies [26].

A monitoring-informed dynamic risk framework can be conceptualized through four
interacting layers. The first layer is the sensor layer, including gas detectors, pressure
transducers, temperature monitors and vibration sensors, which provide continuous operational
data streams. The second layer is data fusion and interpretation, which combines signals, filters
noise, detects anomalies and identifies patterns that may indicate degradation or precursor
events. The third layer is probabilistic updating, in which interpreted information is used to
revise estimates of failure probabilities, barrier performance or scenario likelihoods. The fourth
layer is decision support, which translates the updated risk picture into inspection priorities,
maintenance scheduling and operational adjustments [25], [26].

Mathematically, this perspective requires a time-dependent risk formulation. Instead of
computing risk as a static sum over scenarios, risk can be represented as R(t), a quantity that
evolves as new evidence becomes available. Bayesian updating provides a suitable framework
for this purpose. A prior distribution for a failure-rate parameter A can be updated as
operational data accumulate; the resulting posterior distribution can then feed back into the risk
calculation and adjust scenario probabilities accordingly [25], [26].

The same logic applies to barrier performance. A pressure relief device may have a nominal
reliability, but that reliability can degrade over time or under harsh operating conditions. If
monitoring data indicate abnormal pressure fluctuations or if inspection reveals corrosion, the
effective availability ai(t) should be revised downward. Conversely, successful testing or
replacement may justify an upward revision. Incorporating this time dependence requires a
transition from static to dynamic barrier models, as called for by socio-technical safety
analyses [30] and implied by the performance requirements of functional safety standards [38],
[39].

For example, a hydrogen refuelling station equipped with multi-point gas detection could
be represented using an evidence-updating approach. Under normal operation, a baseline leak
frequency may be estimated from historical data as A0 = 1x10—4 per year. If the station
operates for an extended period without detected leaks, a Poisson-Gamma updating scheme
would reduce the posterior mean of the leak-frequency parameter. Conversely, minor hydrogen
detections or repeated valve-maintenance issues would increase the posterior mean and
indicate the need for preventive action [25], [26].

Several practical challenges must be considered before such approaches can be
implemented. Sensor data may be noisy, incomplete or contradictory; distinguishing genuine
precursors from false alarms requires robust algorithms and domain expertise. Continuous
updating may also create computational burdens when consequence models are complex. In
addition, organizational integration is required so that safety engineers, data scientists and
operations personnel can interpret updated risk information within a shared decision-making
workflow.
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As hydrogen systems scale up and operational datasets expand, static risk assessments may
become progressively less adequate. The gap between assumed and actual system performance
can widen if models are not updated with evidence. Monitoring-informed dynamic risk
assessment therefore represents an evolution of existing methods, rather than a replacement, by
making more systematic use of operational information already collected by hydrogen
infrastructures [25], [26], building towards the socio-technical integration of safety barriers
[30].

Methodological Implications

From a methodological perspective, several directions for future research can be identified,
building on hydrogen risk methodology reviews [19], [20] and recent evidence syntheses [29]:
e integration of monitoring data into probabilistic models, for example through
Bayesian updating approaches and monitoring-informed dynamic risk assessment
frameworks [25], [26];

e explicit separation and reporting of different types of uncertainty, particularly
aleatory and epistemic uncertainty in emerging hydrogen infrastructures, which
remain undercharacterised despite advances in dynamic risk modelling [19], [26]
and recent evidence syntheses [29];

e development of cross-stage modelling approaches capable of capturing
interdependencies and cascading effects along the hydrogen supply chain [4],
building on optimisation studies that already incorporate cross-chain uncertainty
[32], [33];

e improved consistency in the representation of safety barriers and their influence on
probabilistic risk metrics and accident mitigation performance, integrating
socio-technical barrier analyses [30] with functional safety standards [38], [39].

Additional research opportunities also emerge in relation to digitalization and predictive
safety management. Recent studies suggest that sensor fusion, Internet of Things architectures
and artificial intelligence-based diagnostics may support more adaptive and resilient hydrogen
safety systems |[25], [26]. Leakage risk assessment studies have begun to incorporate
sensor-based data towards this end [51]. However, these technologies remain only partially
integrated into existing quantitative risk assessment methodologies.

These aspects suggest that future progress in hydrogen safety assessment will depend not
only on improved hazard modelling, but also on stronger integration between analytical risk
models, barrier performance [19], and monitoring-based information flows [25], [26]. Such
integration may contribute to the development of more dynamic, monitoring-informed and
decision-oriented safety management frameworks for complex hydrogen supply chain
infrastructures [4], in support of the expanding European hydrogen networks [23], [24].

CONCLUSIONS

This paper presented a PRISMA-based systematic literature review of risk analysis
approaches applied to hydrogen supply chains, structured through the context—intervention—
mechanism—outcome framework, following methodological directions established in hydrogen
risk analysis reviews [19], [20] and recent evidence syntheses [29]. The reviewed literature
indicates a strong predominance of quantitative risk assessment and consequence modelling
approaches, particularly for storage and transport systems, as reflected in refuelling station
assessments [6], [7], cross-station safety analyses [14], and blast-wave studies [35], [42].
Cross-stage integration across hydrogen supply chains remains limited [4], [32].

The analysis further highlights that current hydrogen safety assessment methods remain
largely static and scenario-based [19], [20], with monitoring systems primarily treated as
operational support functions rather than as inputs for dynamic probabilistic updating [25],
[26]. In addition, uncertainty treatment and safety barrier representation remain heterogeneous
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across the literature, particularly in relation to time-dependent operational conditions and
interconnected infrastructure configurations [19], [26], [30].

Future research should focus on integrating monitoring data into probabilistic risk models
[25], [26], improving uncertainty representation, and developing cross-stage analytical
approaches capable of supporting more adaptive and monitoring-informed hydrogen safety
management [4], [32]. The structured review and classification approach proposed in this
study provide a reproducible basis for future research on integrated hydrogen supply chain
safety assessment [19], [20], [29].
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APPENDIX A

Table Al. Context—intervention—mechanism—outcome (CIMO) classification
of representative studies

Ref. Context Intervention Mechanism Outcome
[4] Hydrogen . Literature review Comparative synthesis Integration
supply chain challenges
Mobile
(6] hydrogen Quantitative risk ~ Frequency—consequence Individual risk
refuelling assessment analysis metrics
station (Korea)
Urban
hydrogen Quantitative risk ~ Scenario-based . .
171 refuelling assessment modelling Risk acceptability
station
Marine Hazard
[8] lsl}}llire(;%:n fuel Literature review Safety comparison ‘dentification
Hydrogen Techno-safet Liquefaction safe
[9]  liquefaction Y Process modelling 4 v
systems assessment pathways
Hydrogen o .
: Comparative risk . . Safety improvement
[14] refuelling Cross-station comparison . ..
stations assessment indicators
Hydrogen Safety management Organisational-process
[15]  production Salety manag re p Safety performance
facilities integration linkage
Liquid Consequence
[17]  hydrogen mo del?ilrll BLEVE simulation Blast effects
storage tank g
Liquid .
Blast-wave . Multi-peak blast
[18] hydrogen . Overpressure analysis
BLEVE modelling structure
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Ref. Context Intervention Mechanism Outcome

[19] Hydrogen Me'thodologlcal Risk-method comparison Anglyt} cal
safety systems review limitations

[20] Hydrogen Literature review  Methodological synthesis Risk gssessment
energy systems overview
Hydrogen . )

[21] i frastructure Safety review Hazard synthesis Safety challenges

25] Hydrogen. Bayesian risk Probabilistic updating Legk-frgquency
technologies  assessment estimation

[26] Hydrogen Dynarmc risk Dynamic probabilistic Risk evolution
infrastructure  modelling update
Hydrogen Socio-technical Barrier-function Barrier

[30] . . .
safety barriers analysis assessment effectiveness

[32] Hydrogen . Optlmlgatlon under Scenario optimisation ~ Decision support
supply chain  uncertainty

35] High-pressure Consequence Blast-wave simulation Ovprpre_:ssure
hydrogen tanks modelling estimation

[42] Hydrogen tank Mechamcal energy Rupture modelling En.ergy.release
rupture analysis estimation
Hydrogen . . ) . Loss-of-integrity

[43] technologies Integrity analysis  Failure modelling assessment
Hydrogen Leakage risk Sensor-supported Leakage risk

[51] leakage : oL

assessment analysis indicators

systems

Note: representative studies included in the PRISMA corpus and directly relevant to
hydrogen safety and risk assessment were classified using the CIMO framework. Foundational
and contextual references used exclusively for background purposes were not systematically

coded.
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